Maria Griffin		Lab 3
Lab 3 - Static Code Analysis Instructions 

1. Introduction 
Static code analysis is a type of program analysis that is performed without actually executing programs but rather examining the source or object code. There are many commercial and open-source tools designed to inspect code and report found issues. In this lab, students will use one of them, SpotBugs, to find bugs in a given Java project. 
The objective of this lab is to let students know that tools like SpotBugs exist and to get some hands-on experience in how to use them and how to interpret reported issues so that it can help improve the quality of the code. 
Analysis tool: 
The tool we will be using in this lab is SpotBugs version 3.1.9 and since we will be working with a Java project in Eclipse, we will use its Eclipse plugin. SpotBugs is a Static code analysis tool that analyses Java bytecode and detects a wide range of problems based on the concept of bug patterns. SpotBugs requires minimum Java 7 as runtime environment. 
System under test (SUT): 
The project that we will be testing in this lab is HospitalSystem 1.0, which is a simple Java project for checking in and out patients, doctors, and assigning patients to the right doctors.
More information from the document “HospitalSystem Lab SetUp” 

2. Tasks 
Task 1: Tool setup
[bookmark: _GoBack]Set up Eclipse IDE, install the SpotBugs plugin, import HospitalSystem and run SpotBugs on it. Instructions can be found in the document “HospitalSystem Lab SetUp”.
Task 2: Analysing issues 
To understand what SpotBugs issues mean and how to analyse them, have a look at the document “Analysing an issue”

3. Lab Deliverables
Analyse bugs
Your task is to analyse three bugs of your choice found by the SpotBugs tool in the HospitalSystem project. Choose the bugs from all different ranks (Concern, Troubling, Scary, Scariest) and confidences (Low, Normal, High) and try to decide whether the given bug is an actual fault or a falsepositive (instructions for that can be found from the document “Analysing an issue”). In case of an actual fault, try to think of a solution to the problem.
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